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[ EY ] dolH E453% EF d1gZ(Consequence descriptors)

This table provides the base level descriptors for determining the consequence level of a risk.

Business lines are permitted to develop their own detail to support their ratings, so long as they n

headings.

| sgieant _ Medum ____ Wao ey

HEALTH ® Minor first aid care with ® |Injury requiring < 1 week ® Injury requiring > 1 week e Serious injt

SAFETY minimal impact on person’s off normal duties. off normal duties. effects

normal duties. hospitalisation
incapacity/disab

PERFORMANCE ® Insignificant coste < 5% variance one 5-10% variance on e >10-25%
increase. expected costs. expected costs. expected costs.
® Schedule slippage with @  Schedule slippage causes ® Schedule slippage causes e Schedule s
insignificant delays in delivery. minor delays that can be moderate to major delays. significant dela

® Insignificant impact on rectified. ® Impact on achievement e Serious
achievement of outcomes and ® Minor impact on of outcomes and achievement of

performance. achievement of outcomes and performance. performance.

performance. e Requires additional e Requires

® Requires additional management effort by management e

management effort within the business area. SES to control the imp
business area to control the control the impact.

impact.
COMPLIANCE LERGWY few individuals, ® Few individuals, entities ® Some individuals, entites e Many indiv
BEHAVIOUR entities or groups are or groups are influenced by or groups are influenced by or groups are

influenced by non-compliant non-compliant behaviour, or non-compliant behaviour, or non-compliant
behaviour, or do not receive do not receive appropriate do not receive appropriate do not rece

appropriate entitlements. entitlements. entitlements. entitlements.
REVENUE e Revenue/transfers for the e Revenue/transfers for the e Revenuel/transfers for the e Revenue/tran
TRANSFERS?3) tax or super product are tax or super product are tax or super product are tax or super
minimally impacted. moderately impacted. substantially impacted. severely impact
or or or or

e The revenue impact of e The revenue impact of e The revenue impact ofe The revenu
the risk represents 0.002% the risk represents between the risk represents between the risk repre:
or less of total ATO net 0.002% and 0.02% of total 0.02% and 0.2% of total ATO 0.2% and 2%

revenue collection. ATO net revenue collections. net revenue collections. net revenue co
or or or or
e The revenue impact ofe The revenue impact ofe The revenue impact ofe The revent
the risk is up to $7.932m the risk is from $7.932m to the risk is from $79.324m to the risk is fro
$79.324m $793.24m $7.932b

3) The percentages and amounts included for REVENUE OR TRANSFERS have been developed by the Client Engagement C
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PROPERTY

INFORMATION

ICT SYSTEMS

SCRUTINY

® Minimal impact to oure Some impact to our
people and limited to local people in more than one
team. team within one line of
e Staff  with appropriate  business.

capacity and capability are ® Some skilled staff
available unavailable over the short

term <1 week

® Loss or damage toe

assets or property <$10,000

Loss or damage to
assets or property $10,001 -

$50,000
® Insignificant impact on e Minor compromises to
system/data security aspects system/data security but

of confidentiality, availability sensitive and higher classified
or integrity information  remain  secure
and available.

e The incident would bee® The incident would not
quickly detected and resolved be  quickly detected, or
through standard incident persists and requires greater
response procedures time and effort to remediate,

° Minor impacts to services but would be constrained in

the harm it can do to other

or systems, delays are A C
systems or proliferation.

unnoticeable by business or

clients. Impacts are ® Some impacts to services

negligible; we will meet or or systems and may result in

exceed applicable availability some non-critical delays to

targets. business or clients. We will

or meet  applicable  availability

) ) targets.

e Wil result in a Lowor

(Priority4)  severity  incident

causing minor levels of ® Wil result in a Medium

disruptions to services or (Priority3) severity incident

systems causing minor to moderate
levels of  disruptions to
services or systems.

e Normal schedule of ¢  Additional low level

internal and external review internal or external review

with  negligible areas for with minor areas identified for

improvement improvement.

e Some impact to our e
people in more than one line

of business.

e Staff unavailable over the e
short to medium term >1
week

e |loss or damage to e
assets or property

$50,001 - $500,000
e Data/system security is
compromised and there is

very limited loss of sensitive
or classified information.

e The incident would note
be quickly detected, cannot
be easily resolved, persists

within a single system for an

extended period or requires
greater time, specialist skills
and knowledge to resolve. o
Some ability to proliferate
further, but generally
expected to be detectable
and can be constrained
through additional measures.

e  Moderate impacts to

services or systems and may or
result in moderate delays to

business or clients. We will ®
not meet applicable
availability targets.

or

e Wil result in a High

(Priority2)  severity incident

causing minor to moderate

levels of disruptions to

services or systems.

| seant _ Medum ___ Mao ey

Adverse in
people in more
of business.

Loss of
staff over the
month

Loss or
assets or prope
$500,001 - $2

Data and
compromised
some confidet
or availability c
of sensitive
information.

The incider
be easily
detectable. Th
uncertainty in
spread of tF
downstream sy

Significant
services or sy
high  availabil
result in seri
business or
significantly
applicable avail

Will  result
(Priority1) or
severity incider
levels  of
services or sys

e Additional low level e Comprehensi
internal or external review targeted intern
with  some criticism and reviews with ¢
specific areas identified for and criticisn
improvement. areas ide

improvement.
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attention
short to

media
substantial

media ® Local
some short and/or

adverse
and/or

No adverse publicity ® Limited
impact and no attention

REPUTATION4) °
e Internal

loss in public and stakeholder term damage in dealing with medium term damage.
confidence. the public and stakeholders.
FRAUD ® |solated minor instances ® Isolated low to moderate ® Individual case of fraud
of fraud by ATO officer level fraud by ATO officer by ATO officer (including
CORRUPTION (including manipulation of (including manipulation of manipulation of  financial
financial outcomes) that are financial outcomes) that is outcomes) that is between
less than $10,000 between $10,000 and $50,000 and $100,000
e No element of corruption $50,000 e Multiple cases of serious5)
or collusion e No element of corruption
®  Administrative action ® |Isolated instance of
e Issue dealt with by the collusion
manager/ATO e Can be dealt with by
e External fraud resulting in ATO processes
financial loss less than ® External fraud resulting in
$200,000 financial loss between

$200,000 and $10m

| seant _ Medum ___ Mao ey

® |ocal/ na
attention and
medium to
damage.

e Individual c
by ATO off
manipulation
outcomes)  the
$100,000 - $1
o  Widespread
internal  or
and/or corruptic
e  Significant
or corrupti
organised  crir
high level truste
e  Significant
collusion

e External fra
financial loss
and $200m

activities. Other factors should be considered where the risk relates to broader ATO performance outcomes to en

formed.

4) The impact of reputation is normally a secondary impact from other business risks materialising. Before focussing on r

risk event and consequences which may influence public opinion and the ATO’s reputation.
Serious fraud is defined as an offence resulting in 2 or more years in imprisonment
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Likelihood descriptors

This table is to be used for determining the likelihood of a risk.

Unlikely

Almost Certain

Note: Population or frequency aspects are no longer represented as these are considered as
key risk indicators (KRI's) rather than a direct measure of likelihood, and are mainly relevant
to the Compliance Engagement Group (CEG) risks. Population or frequency aspects do not
translate consistently easily across all business lines and areas using these KRIs are best

Likelihood

The risk will only occur in exceptional circumstances.

There is a high level of justifiable certainty that the risk will not be
realised.

There is a less than 10% chance that the risk will occur in the life of
the plan, project or activity being assessed.

The risk is unlikely to occur.

Whilst there is a credible possibility that the risk may occur, it is
unlikely.

There is a 10-40% chance that the risk will occur in the life of the plan,
project or activity being assessed.

It is possible for the risk to eventuate.
There is a reasonable probability that the risk could occur.

There is a 40-60% chance that the risk will occur in the life of the plan,
project or activity being assessed.

The risk is likely to occur.

Whilst there may not be certainty that the risk will occur, all information
indicates that the risk has a high probability of eventuating.

There is a 60-90% chance that the risk will occur in the life of the plan,
project or activity being assessed.

The risk is expected to occur.
There is a high level of certainty that the event will occur.

There is a greater than 90% chance that the risk will occur in the life of
the plan, project or activity being assessed.

placed to determine how they impact upon their level of risk.
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ATO risk matrix

The Risk matrix is used during the risk assessment process to determine the level of a risk. A
risk rating is based upon the consequences and likelihood of an event occurring. There are six

defined levels of risk: low, moderate, significant, high, severe and catastrophic as shown

Conse .
quenc Major Moderate
e

below.

Insignificant Moderate Moderate Moderate

Likelihood
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Systemic issues

In addition to AFCA's remit to resolve individual
complaints, ARCA playsa critical role in the
brooder consumer protection framework. We
have an cbligation to identify and report systemic
Issues, serious contraventions of the low ond other
reportable matters set out under section 1052E of
the Corporations Act to reguiators, including ASIC,
APRA and the ATO,

This is a long-established design feature of
Australian external dispute resolution schemes. The
requirement is set out in ASIC's Regulotony Guide
{RG} 247, ard it forms port of ARCA's authority to
operate. AFCA has been meeting this requirement
since its inception,

Our role in idert fying and reporting systenic
Issues benefits consumers who have not lodged o
camplaint with AFCA but who may, nonethe kess,
have been impacted by a systemic issue identified
through our consideration of individual consumer
complaints.

With the introduction of RG271 in October 2021,
financial firms have enforceable obligations

to manage systemic issues identified through
consumer complaints. ARCAs role sits alongside
this and assists member firms to identify possible
systemic issues, 5o they can quickly put in place
aprogram to rectify the issue and remediate
consumer harm; therably, reducing Consumer
complaints flowing through to external dispute
resolution,

. | Systemic issues

Transformation

The transformation of AFCA's systemic issues
function Is a strategic focus for AFCA and
our Board.

Thare are two Indepandent Review
recommendations relating to AFCA's systemic
issues function. Tha transformation project will
respond to the following recommendations.

1. Recommendation 12, which relaotes to AFCA
clarifying its systemic issues role compared to
that of regulatars.

2. Recommendation 13, which relates to AFCA
Increasing transparency of its systemic issues
work through public reporting.

Key objectives of the transformotion are:

* We are world-cloes leaders in the identification
and investigation of systemic issues, leveraging
data and analytics for early detection and
efficient investigation.

= The role of the systemic issues function ks
recognised and clearly understood by key
stakeholders. It i supported by consistent
and transparent processes, allowing for
effective, timely investigation and resolution of
systemic lssues.

*  Qwr engagement with regulators, consumer
odvocates and members is proactive and
colloborative, with sophisticated technology to
seamiessly share data and valuable insights in
real time.

* Our people have the right tools, resources
and capability toapply judgmentand critical
thinking to resolve systemic issues supporting
an enhanced experience for our members and
stokeholders,

_43_
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Impact of AFCA’s
systemic issues work

Our systemic issues work has achieved great result
this financial year.

In 2021-2022, AFCA conducted 153 detalled

systemic issues investigations and resohed

44 systemic issues investigations with financial

firms. This resulted in $18,275 407 in financial

remediotion to 167,033 consumers and small

businesses. Other consumer outcomes included

the reinstatement of incorrectly cancelled general

and life insurance policies, and tha rectification

of credit and repayment history information on

consumer credit reports,

In addition, AFCA reported 23 reportable maotters

to regulators over the year, 19 of which related to

fimancial firms refusing or failing to give effect to

AFCA determinations and one related to aserious

contravention of the law

Betweean 1 July 2021 and 30 June 2022, AFCA:

= identification and investigation of systemic
issues resulting in the remediation to 167,033
COMSUMETs

= ensured $18,275,607 in refunds were made to
CONSUMETs

= identified over 993 potential systemic issues

= referred 153 systemic issue irvestigations to
financial firms

= reported 67 systemic issues to regulators

= resolved 46 systemic ssues investigations with
financial firms

U Oneof the reparts related to ACEF and multipde fallumes by th



Cnse sky

+  Consumers impacted — 714

=  Financial remediation - 51,597

+ Financial firmhad &5 internal dispute resolution
{IDR) complaints about thisissue, but had not
Identified it as a systemic issue.

AFCA dentifled a concern that a fimancial firm
was not offering trovel insurance policy holders
a premium refund or credit during a pericd when
their travel insurance would not hove provided
cover due to COVID-19 travel cancellations.

The comglaint on which AFCA Identified the issue
reloted to an owerseas trip planned from 18 March
2020 to 10 April 2020, where the return airline
tickets had been cancelled by the girline provider.
The policy holder made a claim that wos declined
by the insurer under a ‘pandemic or other epidemic
break-outs’ exclusion in the Product Disclosure
Staternent. AFCA ident ified seven cther consumer
complaints that raised the same issue,

@) Ancaimeview ) systemic issues

AFCA engaged with the financial firm to clarify
how it had been handling dlaims made relating to
cancelled travel during COVID-19. It was AFCA's
published view at the time thata premium refund
was a fair outcome i an insurer was entitled to
deny a palicy halder's trovel-related claim based
on ablanket pandemic-related exclusion.

During the investigation process, the financial firm
worked with AFCA and identifled marry consumers
who had not been offered a premium refund
following claim denials, due to the application of
pandemic-related exclusions. | thod also dealt with
65 internal dispute resclution complaints about
this issue.

AFCA assessed a definite systemic ssue. The
financial firm implementad o smoll remediation
program in April 2022 to address the issue and this
program was completed in lune 2022

Cose studes are used 10 demanstnate AFCA s approach ta an
Issue and have been simpdfied for length and clarity

(ke sudy

= Customers impocted —17 285
= Fnancial remediation—$1 1,458,333

+ Fnancial firm identified systemic issue
following AFCA determination and breach
reported to ASIC,

AFCA identifled an issue with the way inwhich
a fimancial firm was applying and factoring
premium policy discounts, alongside premiurn
re-pricing for its life insurance policies.

The complaint on which AFCA identified the
izsue related to a complainant who had taker
outa level premiun life insurance policy with
the Insurer. The complainant brought the
complaint to AFCA due to concerns that the
insurer appeared to have removed discounts
and unreasonably increased the premium, AF
identified eight other consumer complaints t
rolsed the same issue.



(o by

= Customersimpacted- 2,542
= Financial remediation — $130,000

+ A systemic ssue relating to o failure
of process,

AFCA Identified concern with the way a
financial firm reported creditinformation to
credit reporting bodies, The financial firm wos
reporting closed occounts as ‘opm' in certain
‘circumstances and this resulted inincorrect
default listings, including where a consumer's
debt hod been waived on compassionate
grounds, There was alse an issue of delay in the
financiol firm correcting credit reports once a
customer complained of incorrect information
on their credit file,

The complaint that led AFCA to identify the

issue related to the complainant s request to
the credit-reporting body to update incorrect
information on their credit file, The credit-
reporting body advised thatit had not réceived
a request from the financial flrm, AFCA
identified seven other consumer complaints that
rolzed the some lssue.,

AFCA engoged with the financial firm about

the issue. Through the investigation process,

the financial firm identified the main cause

of the issue. Its staff were skipping astepin

the process and failing to input a ‘close dote'
whian closinga tmmm"s account, This fallure
meant that incorrect, or ingccurate, information
passed onto the downstreamautomatic credit-
reporting activity, which passed on Information
to credit-reporting bodies. ' !

Systemic issues

Through the investigation process, the financial
firm confirmed that it had Identified 2,542
impacted consumer credit files. AFCA assessed
this o= a definite systemic issue on that basis,
and itreported the systemic ksue to ASIC
and the Office of the Australian Information
Commissioner,
The financial firm undertook several actionsto
rectify the systemic issue, including:
» corecting 2,542 impacted customer
credit files
= updating its system to classify certain
fields, such as making the ‘close date’ a
mandatory field
» Introduding an additional check control prior
to Informing credit reporting bureaus
= providing additional coaching ond feedback
to relevant stoff
= introduding new processes toreduce time

rectifying Incorrect information on credit files,

Cirse studies are used fo demanstrats AFGA 's approach ta
an lssue and have bean simpilifled for length and clarity,
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3] Ao %

[1 IBAC &7

O IBAC %73

IBAC= ZA @DPrevention&Communication, @Corporate Services,
@ Operations, @ Assessment, Review, Compliance & Legal=
olFoH dow, FifjdY(prevention) HF Al T T

H Al A 7 Z(Communicaton) & 8 31A A ZHet

IBAC =3 &
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2272 560
complaints from the 28392 notifications (including mandatory notifications')
general public Complsints and. from departments and agencies
- o -
notifications
including 28 protected and public received including 414 protected and public

interest disclosures interest disclosures

IBAC assesses every complaint and notification as a possible public interest
disclosure and each complaint or notification may have several allegations.

.

One complaint may include multiple

i o acdenth 4965 785

and manag :

We carefully assess each allegation based =~ allegations — allegations assessed as public interest
mmmmmmnmmm:m assessed complaints or protected disclosures®
information available to us.
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(& 5-¥)) Stacey Killackey(Executive Director, Legal, Assessment & Review and Compliance), Maria
Cruz(Senior Engagement Officer), <13 AR5, 3z AHF#, Alister McCulloch(Manager
Prevention Policy & Research), ¥}3]7%d ®%, Sue Kapourelakos(Director, Assessment & Review),
Peter Morris(Executive Director, Operations), Grace Hwang(Lawyer, Legal Operations), Fleur Taylor,
(Director Public Law, Policy and Oversight)
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